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To the best of our knowledge, the information contained herein
is accurate and reliable as of the date of publication.

However, BFA Global and the Cambridge Centre for
Alternative Finance do not assume any liability whatsoever for
the accuracy and completeness of the deck, and we provide
no warranty, expressed or implied, in respect thereof. The
provision of the information contained in this deck does not
constitute legal or financial advice or opinions of any kind. No
advisory, fiduciary or other relationship is created between us
and any person accessing or otherwise using any of the
information provided herein. BFA Global, the Cambridge
Centre for Alternative Finance, any of their directors, officers,
employees, agents, or contributors will not be liable for any
damages, losses or causes of action of any nature arising from
any use of any of the said information.
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Other relevant regulations

This deck provides an overview of the various
regulations relevant to digital capital raising in
Nigeria, including P2P lending and equity
crowdfunding.

Each slide in this deck provides high-level facts
about each of the relevant regulations as well
as a link to the original source.

The Cambridge Cenftre for Alternative Finance
(CCAF) and BFA Global's Catalyst Fund have
developed this deck to help fintech startups
working in Nigeria and those seeking to enter
the Nigerian fintech market to navigate the
regulatory environment.
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Banking: General overview

Main regulator:

The Central Bank of
Nigeria (CBN) is the
primary regulator
governing financial
services, with the
mandate to regulate
banks and other
financial institutions.

*'Business of other financial institutions” include: business of a discount house, bureau de change, credit bureau, finance company, money brokerage, international money transfer services, mortgage refinance company,
mortgage guarantee company, credit guarantee, financial holding company, or payment service providers and businesses whose objects include factoring, project financing, equipment leasing, debt administration, private
ledger services, investment management, local purchases order financing, export finance, and such other business as the Bank may from time to time, designate, regardless of whether such businesses are conducted digitally,
virtually, or electronically only. (See Section 57 of BOFIA)

Key regulation:

Banks and Other Financial
Institutions Act 2020 (BOFIA,
as amended), which sets
out licensing requirements

Scope:

Banking business is defined
as “accepting deposits
from the general public as
a feature of business or
soliciting for deposits orally,
electronically, or through
any form of advertisement
or otherwise...”

Sources:; Banks and Other Financial Institutions Act 2020

Compliance obligations:
Those carrying out the
“business of other
financial institutions* are
required to be
incorporated and their
proprietors must hold a
valid license issued under
the Act. The "business of
other financial
institutions” is defined as
including those that only
operate electronically,
virtually or digitally
(Section 57(2)].)

All fintechs businesses
(except those involved in
insurance, pension fund
management, collective
investment schemes, and
capital market business)are
required to be
incorporated and licensed
by the CBN.
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https://www.cbn.gov.ng/Out/2021/CCD/BOFIA%202020.pdf
https://www.centralbank.go.ke/uploads/banking_circulars/113414645_Kenya%20Banking%20Sector%20Charter-2019.pdf

Banking: Financial institution licensing

@

Who:

Applies to banks and all
other financial
institutions (OFls)
including fintech
businesses (except
those involved in
insurance, pension fund
management,
collective investment
schemes and capital
market business)

=

Capital requirements:
A bank shall maintain, at all times,

capital funds unimpaired by
losses, in such ratio to all or any
assets, or to all or any liabilities, or
to both such assets and liabilities
of the bank and all its offices in
and outside Nigeria, as may be
specified by the Bank.

There are no capital requirements
for OFls set out in the BOFIA 2020.

Sources: Banks and Other Financial Institutions Act 2020
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How:
Applications for a license are made
by writing to the CBN’s governor, and
include the provision of various
documents, including:
e A feasibility report of the
proposed financial business
e A draft report of its
memorandum and articles of
association
e Alist of its shareholders,
directors and principal officers
e The prescribed application fee
(see Section 58 of the BOFIA)


https://www.cbn.gov.ng/Out/2021/CCD/BOFIA%202020.pdf

Banking: Commercial banks
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Main regulator: Licensing requirements for Commercial e Commercial banks can be

The Cenftral Bank of Nigeria banks: licensed either on a regional,
(CBN) regulates commercial ePaid-up capital: national, or international basis,
banks depending on the scope in which

o Those operating on a regional
basis should maintain a paid-up
share capital of N10 billion

they intend to operate

($26,283,040) -
. Allowed activities:
Key regulation: o Banks ope.ro’rlr?g no’rlc?nolly Commercial banks org .oollowed to,
) . . should maintain a paid-up share amongst other activities, take
Comme:rcnal Bank licensing capital of N25 billion deposits, offer loans and credit to
Regulations (2010) ($65,707,749) retail consumers, and provide

o Those operating internationally foreign exchange services

should maintain a paid-up share
capital of N50 billion
($131,414,062)

Sources: Commercial Bank licensing Regulations (2010),



https://www.cbn.gov.ng/OUT/2010/CIRCULARS/BSD/COMMERCIAL%20BANKING%20LICENSING%20REGULATIONS%20-%20FINAL%20RELEASED.PDF
https://www.sasra.go.ke/index.php?option=com_phocadownload&view=category&id=7&Itemid=170#.X4lqB9AzbIU

Banking: Finance companies
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Main regulator: Licensing requirements for finance o Personally signed and datfed
The Central Bank of Nigeria companies: CVs of the proposed Board of
(CBN) regulates finance Applicants are required to apply to the Directors, including
companies CBN for a license directorships held (See Section
e License Fee: N100,000 ($263) 3 of the Guidelines)
non-refundable application fee, and e Licenses are renewable on an
a deposit of N100 million ($262,837) annual basis

e Information fo be submitted:
o A detailed business
plan/feasibility study —

Key regulation:

Revised Guidelines for Finance

o Aletter of intent to subscribe in Allowed activities:
Companies in Nigeria (2014) shares to the finance company, Finance Companies can carry out
signed by each subscriber activities such as consumer and
o Alist of proposed shareholders, business loans, fund management,
indicating residential addresses and loan syndication. They cannot
and names and their bank accept deposits or carry out foreign
addresses exchange transactions themselves.

Sources: Revised Guidelines for Finance Companies in Nigeria (2014



https://www.cbn.gov.ng/out/2014/ccd/revised%20guidelines%20for%20finance%20companies%20in%20nigeria.pdf

Banking: Corporate governance
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e The Code of Corporate Governance for Banks and
Discount Houses applies to banks and discount houses.
It sets out provisions for matters such as board
management (Part 2), shareholders (Part 3), risk
management (Part 6), and sanctions (Part 8).

e The Code of Corporate Governance for Other
Financial Institutions issued by the CBN is also relevant
for fintech firms and all licensed finance companies
including microfinance banks and bureaus de
change. It prescribes matters relating to the Board of
Directors and management (Part 2), shareholders (Part
3), risk management (Part 6), and compliance and
sanctions (Parts 8 and 9 respectively).

Sources: Code of Corporate Governance for Banks and Discount Houses, Code of Corporate Governance for Other Financial Institutions



https://www.cbn.gov.ng/out/2014/fprd/circular%20on%20code%20of%20circular%20on%20corporate%20governance%20and%20whistle%20blowing-may%202014%20(3).pdf
https://www.cbn.gov.ng/out/2018/fprd/fc.pdf

Banking: Agent banking guidelines

Regulation:

Agent banking is permitted under CBN's Guidelines for the
Regulation of Agent Banking and Agent Banking Relationships in
Nigeria.

Scope:

Entities covered include:
e Licensed deposit taking financial institutions
e Mobile money operators

Content
The Guidelines include:
e Application and approval requirements (Section 2)
e Minimum requirements for the agent banking contract
(Section 3)
e Establishment of agent banking relationship (Section 4)
e Key roles and responsibilities for financial institutions
(Section 6)
e Rules on exclusivity of agents (Section 7)
Notably, agent exclusivity in contracts between Financial
Institutions and agents is not prohibited.

Sources: Guidelines for the Regulation of Agent Banking and Agent Banking Relationships in Nigeria.
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https://www.cbn.gov.ng/out/2013/ccd/guidelines%20for%20the%20regulation%20of%20agent%20banking%20and%20agent%20banking%20relationships%20in%20nigeria.pdf

Banking: Deposit insurance

Key regulation:

e The Nigeria Deposit
Insurance Corporation Act
established the Nigeria
Deposit Insurance
Corporation (NDIC). The
Corporation is responsible for
insuring all deposit liabilities of
licensed commercial banks
and helping insured
institutions in the interest of
depositors in cases of

financial difficulties.

Institution obligations:

e Alllicensed banks and other
financial institutions who engage in
deposit taking are required to
participate in the deposit insurance
scheme.

e The annual premium for banks is
maximum 15/16 of 1% of total
deposit liabilities, and 8/16 of 1% of
total deposit liabilities for other
deposit taking financial institutions.

e The NDIC can vary the rate and
basis of assessment of the premium
payable.

e The Act specifies in Section 16 the
nature of insurable deposits, and
what is excluded e.g., those of staff
including directors of insured
institutions.

Sources: Nigeria Deposit Insurance Corporation Act
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Customer protection:

A depositor shall receive from
the NDIC a maximum of
N200,000 ($526) for a deposit
held in a bank, and @
maximum of N100,000 ($263)
for a deposit held in an other
deposit taking financial
institution, in the event of the
revocation of the operating
license of a bank or other
deposit taking financial
institution.


https://ndic.gov.ng/files/ndicact.pdf

.|.#,




Credit: Financial institutions
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e The provisions relating to the licensing of, and applications for, banks
(deposit faking institutions) discussed in Slides on LOAN UP TO
also apply to their credit business.

e In particular, the Banks and Other Financial Institutions Act (BOFIA, as Nsoorooo
amended) stipulates that an entity that wishes to provide marketplace
lending may do so by registering as a bank or an OFI.

e Recent amendments under BOFIA (2020) provide for the establishnment of a
special credit tribunal for the enforcement and recovery of eligible loans,
and the speedy resolution of loan-related matters (Section 102).

e National Collateral Registry Act (Secured Transactions in Moveable Assets
Act) (2017) permits borrowers (individuals and firms) to put up moveable
assets as collateral for loans, provided the asset is registered and assigned a
unigque registration number in the National Collateral Registry (Part V).

e There are also Money Lending laws on a state level. Licenses are issued on

a state-by-state basis. States may have varying interest rate caps. OKash
o Forexample, under Lagos State’s Money Lender’s law, licenses are
renewable on an annual basis, cost N50 ($0.13), and are obtained by ACCESS CREDIT

applying to the local Magistrate’s Court. Article 15 of the Law sets the
relevant interest cap.

ANYTIME
ANYWHERE

Sources:Banks and Other Financial Institutions Act 2020, Lagos Moneylenders Law 12



https://www.cbn.gov.ng/Out/2021/CCD/BOFIA%202020.pdf
https://laws.lawnigeria.com/2018/05/01/lagos-state-moneylenders-law-2/

Credit: Microfinance banks

K_ey regulation:

Revised Regulatory and
Supervisory Guidelines for
Microfinance Banks (MFBs) In
Nigeria (2012) provides a
licensing framework for MFBs

Permitted activities:

Taking deposits, loans,
savings, acting as agents to
provide mobile banking and
micro insurance to their
clients, and investments

Prohibited activities:
Foreign exchange

Four categories of MFBs:

These categories were established by a March
2019 CBN circular; the minimum capital
requirements were to be revised in April 2020,
but these were extended to April 2021. We set
out below the initial and revised requirements:

e Tier 1 Unit MFBs can operate in urban and
high density banked areas — are to meet
the N100 million ($262,806) capital
requirements by April 2021 and N200
million ($525,612) by April 2022.

e Tier 2 Unit MFBs operate in rural,
unbanked and underbanked areas —
are to meet the N35 million ($91,982)
capital requirements by April 2021 and
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State MFBs can operate and
open branches throughout one
state or the Federal Capital
Territory (FCT) — are to meet the
N500 million ($1,314,030) capital
requirements by April 2021 and
N1 billion ($2,628,060) by April
2022.

National MFBs can operate and
open branches in all states and
the FCT — are to meet the N3.5
billion ($2,198,209) capital
requirements by April 2021 and
NS5 billion ($13,140,299) by April

transactions and N50 million ($131,403) by April 2022. 2022.
international money transfers
Sources: Revised Reqgulatory and Supervisory Guidelines for Microfinance Banks (MFBs) In Nigeria (2012), CBN Circular of October 2018, CBN 13

circular of March 2019, CBN Circular of April 2020



https://www.cbn.gov.ng/out/2013/ccd/amended%20regulatory%20and%20supervisory%20guidelines%20for%20mfb.pdf
https://www.cbn.gov.ng/Out/2018/FPRD/REVIEW%20OF%20MINIMUM%20CAPITAL%20REQUIREMENT%20FOR%20MFBs%20IN%20NIGERIA.pdf
https://www.cbn.gov.ng/Out/2019/FPRD/March%202019%20MFB%20GUIDELINES%20ON%20REVIEW%20OF%20CAPITAL.pdf
https://www.cbn.gov.ng/Out/2019/FPRD/March%202019%20MFB%20GUIDELINES%20ON%20REVIEW%20OF%20CAPITAL.pdf
https://www.cbn.gov.ng/Out/2020/FPRD/CIRCULAR%20REVIEW%20OF%20MINIMUM%20CAPITAL%20REQUIREMENTS%20FOR%20MICRO%20FINANCE%20BANKS%20IN%20NIGERIA.pdf

Credit: Licensing process of microfinance banks
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Application requirements: Further compliance requirements:
o Applicants are required to apply to the CBN for a e Proposed MFBs are not permitted to
license incorporate/register their name with the Corporate
e Documents that are required to be provided include: Affairs Commission (CAC) until a written approval-in

o A detailed feasibility report, including a 5-year principle (AIP) has been communicated to the
financial projection, objectives and aims, and promoters by the CBN. Further, a copy of this AIP
proposed systems and controls must be presented to the CAC.

o A list of promoters or proposed shareholders e MFBs must submit monthly returns (see Section 5.3 of
indicating business and residential addresses, the Guidelines for full d.e’roils). |
the names and addresses of their bankers, and e The CBN must grant written approval for the opening
names and personally signed and dated CVs of of each branch.
the proposed Board of Directors e Each MFB is required to be a financial member of the

e Applicants must also deposit the minimum capital National Association of Microfinance Banks (NAMB).

requirement and pay the application fee relevant to
the category of license applied for

e One key requirement is for top management to hold
essential certification in microfinance management
from the Chartered Institute of Bankers of Nigeria

. . Ly Sources: Revised Regulatory and Supervisory Guidelines for
(CIBN) — evidence must be provided within 3 years

Microfinance Banks (MFBs) In Nigeria (2012)



https://www.cbn.gov.ng/out/2013/ccd/amended%20regulatory%20and%20supervisory%20guidelines%20for%20mfb.pdf
https://www.cbn.gov.ng/out/2013/ccd/amended%20regulatory%20and%20supervisory%20guidelines%20for%20mfb.pdf

Credit: Credit Bureaus
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e Credit Reporting Act (CRA 2017) provides a framework for the
exchange of information between Credit Bureaus, such as First
Cenftral and CRC, and lenders.
e Amongst other requirements, it prescribes the conditions under F"'Stcgntral @
which data subjects’ credit history may be shared, and states Chedit ouveny
that Credit InNformation Providers are entitled to receive
services from a Credit Bureau subject to entering data
exchange agreements with the respective bureau.
e Alfernatively, where no such agreements have been entered
into, Credit Information Users are permitted to access such
information where they provide written consent of Data
Subjects. (R(
e Credit Information Providers include, among others, banks and
financial institutions, insurance companies, and institutions
providing credit to SMEs.

CRC Credit Bureau Limited

In association with Dun & Bradstreet

Sources: Credit Reporting Act



https://laws.lawnigeria.com/2018/04/20/lfn-credit-reporting-act-2017/




Investment: Licensing process & corporate L

governance

Key regulations:

e Investment and
Securities Act (2007)
(ISA) outlines the
laws on securities,
including with respect
to relevant fintech
providers/activities

® SEC Rules and
Regulations (2013)
provide a
consolidated list of
rules relating to
capital markets

Main regulator:

The Security and
Exchange Commission
(SEC)

Licensing process:

Registration requirements are found under

Section A2 of the SEC Rules, and include:

e Applicationis made in prescribed form

(per Schedule ll).

Submission of signed undertaking that

the applicant will comply and secure

compliance of its employees with the
code of conduct for capital market

operators (Section 16).

e Prescribed forms by sponsored
individuals and compliance officers who
must hold specified qualifications (see
Sections 19 and 20). Additionally,
executive directors must be approved
by the SEC (Section 21).

e The registration fees payable vary
depending on the type of market
operator (see Schedule 1 Part A).

e The capital requirements vary by type of
operator and are detailed under
Schedule 1 Part B.

Sources: Investment and Securities Act (2007), SEC Rules and Reqgulations (2013), SEC Code of Conduct
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Corporate Governance:

The SEC Code of Corporate
Governance stfipulates
responsibilities, duties, and
composition of the Board, and
various Board committees (Part
B), as well as sets out provisions
relating to shareholders (Part C)
and other matters such as risk
management and audit (Part
C), and accountability and
reporting (Part F).

This applies to all public
companies with securities listed
on arecognized exchange in
Nigeria, companies seeking to
raise funds from the capital
markets either via issuance of
securities or listing by
intfroduction, and all other public
companies


https://sec.gov.ng/investment-and-securities-act/
http://www.sec.gov.ng/files/CODE%20OF%20CORPORATE%20GOVERNANCE%20FOR%20PUBLIC%20COMPANIES.pdf

Investment: Virtual and crypto assets
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e The CBN has taken a strong position against virtual and crypto assets:
o In 2017, it issued a warning instructing financial institutions not to frade in virtual currencies, and to ensure
that virtual currency exchanges have effective AML/CFT controls.
o In 2018, it published a press release reiterating that virtual currencies are not licensed or regulated by the
CBN, and warning consumers to treat them with caution.
o On 5 February, 2021, it again reiterated this position in a letter to DBMs, OFls, and non-bank financial
institutions, where it asked them to close all accounts of cryptocurrency exchanges.
e The SEC has recently developed guidelines for the classification and treatment of digital assets (including
crypto-token or crypto-coin investments):

o In astatementissued in September 2020, the SEC stated that they consider virtual crypto assets to be
securities, unless proven otherwise.

m It directed issuers and sponsors of ‘crypto assets’, and other types of 'virtual asset' to register the assets.
However, those who demonstrate that their assets fall outside the definition, or are exempt, will not
need to comply with this requirement.

m  The registration process will be comprise of two stages — (i) initial assessment filing for determination
regarding the burden of proof, and (i) application for actual registration.

o However, in the light of CBN's position on cryptocurrencies (as rearticulated in the 5 February, 2021 letter), it
has suspended its sandbox program for crypto companies until they are able to operate bank accounts
within the Nigerian banking system. It is unclear how this affects its registration of crypto assets.

Sources CBN Virtual Currency Circular 2017, CBN Virtual Currency Press Release 2018, CBN Letter on Crypio, CBN Press Release on Crypto, SEC Statement On Digital Assets
And Their Classification And Treatment, Nigerian SEC Scraps Plan for Crypto Regulation after Ceniral Bank Ban, SEC Press Release on Cryptocurrencies 18



https://www.cbn.gov.ng/out/2017/fprd/aml%20january%202017%20circular%20to%20fis%20on%20virtual%20currency.pdf
https://www.cbn.gov.ng/Out/2018/CCD/Press%20Release%20on%20Virtual%20Currencies.pdf
https://www.cbn.gov.ng/Out/2021/CCD/Letter%20on%20Crypto.pdf
https://www.cbn.gov.ng/Out/2021/CCD/CBN%20Press%20Release%20Crypto%2007022021.pdf
https://sec.gov.ng/statement-on-digital-assets-and-their-classification-and-treatment/
https://sec.gov.ng/statement-on-digital-assets-and-their-classification-and-treatment/
https://www.financemagnates.com/cryptocurrency/regulation/nigerian-sec-scraps-plan-for-crypto-regulation-after-central-bank-ban/
https://sec.gov.ng/press-release-on-cryptocurrencies/

Investment: Equity crowdfunding

e Equity crowdfunding was previously de facto illegal under Section 67 of the
Investment and Securities Act, which prohibits issuance of securities by
private companies. On this basis the SEC banned platforms engaging in
equity crowdfunding in 2016.

e However, on 21 January, 2021, the SEC launched a bespoke regulatory
framework for equity crowdfunding, the Crowdfunding Rules and
Regulations.

e The main provisions include:

o Crowdfunding Intermediaries, who must be registered, are the sole

enfities who can facilitate crowdfunding transactions, such as the

offering or sale of securities or instruments, through an approved portal.

o Retail investors can invest a maximum of 10% of their net annual
income in a crowdfunding transaction per year.

o To be able to use an approved crowdfunding portal, MSMEs must be
incorporated in Nigeria with a minimum operating track record of 2
years or alternatively have a strong technical partner or core investor
that possesses a minimum of 2 years operating track record.

o Medium enterprises cannot raise more than N100 million ($262,806),
while the amount is set at N70 million ($183,964) for small enterprises
and at N50 million ($131,403) for micro-enterprises.

Sources: Investment and Securities Act (2007), Crowdfunding Rules and Regulations,
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https://sec.gov.ng/investment-and-securities-act/
https://www.proshareng.com/news/Tech%20Regulations%20&%20Govt/Crowdfunding-Rules-and-Regulations-in-Nigeria-Released-by-SEC/55417
https://www.cma.or.ke/index.php?option=com_phocadownload&view=category&id=54&Itemid=202

[
Forthcoming investment legislation Q3 2021 -
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The Securities and Exchange Commission (SEC) has became very active in unveiling new regulation governing the activities of

startups in the Nigerian investment and capital market space, given the flurry of companies who have entered this space
recently.

In April 2021, it directed Investment Technology platforms to cease and desist from offering foreign stocks to Nigerians.

One of the companies affected by this regulation has now acquired the digital sub-broker license infroduced by SEC. This new

license is part of a major amendment to its Consolidated Rules and Regulations, where the SEC recognizes sub-brokers who use
digital platforms to serve multiple brokers.

The SEC also announced the imminent roll-out of the SEC Requlatory Incubation (RI) Program for all fintechs operating or seeking
to operate in the Nigerian Capital Market.

e The Rl program is designed to address the needs of new business models and processes that require regulatory authorization
to continue carrying out full or ancillary technology-driven Capital Markets activities. This Program has been conceived as
an interim measure to aid the evolution of effective regulation which aims to accommodate innovation by fintechs without
compromising market integrity and within limits that ensure investor protection.

e The RI Program will be launched in Q3 2021 and will admit identified fintech business models and processes in cohorts for a
one-year period.

e Starting Q3 2021, fintech platforms with no defined framework will have to go through this incubation program to operate
legitimately.

Specifically, the Rl Program impacts fintech companies in the capital markets space that consider that there is no specific
regulation governing their business models or that require clarity on the appropriate regulatory regime.

20


https://sec.gov.ng/proliferation-of-unregistered-online-investment-and-trading-platforms-facilitating-access-to-trading-in-securities-listed-in-foreign-markets/
https://sec.gov.ng/circular-on-the-sec-regulatory-incubation-program/
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Data protection: National provisions

Key Laws:

Nigeria Data
Protection Regulation
(2019)

The Constitution of the
Federal Republic of
Nigeria 1999 as
amended

Main provisions:

e Constitution of Nigeria guarantees
and protects privacy of citizens, their
homes, correspondence, telephone
conversations and telegraphic
communications (Section 37).

e Data Protection Regulation applies to
all storage and processing of
personal data in respect of Nigerian
citizens and residents.*

*The enforceability of the Data Protection Regulations, and sanctions contained within them,

recently due to a March 2018 court case, although

this related to the NOSDRA Act and not to financial regulation. In this case, the Nigerian Court
of Appeal held that to the extent that regulations are not Acts of the National Assembly of
Nigeria, sanctions imposed by them may not enforceable without recourse to court action

Centre
for Alternative
Finance

UNIVERSITY OF
» CAMBRIDGE
hool

Judge Business Scl

Data protection regulation on data
processing:

Processing of data is only lawful under
certain conditions (Section 2.2),
including if at least one of the following
conditions is met:
o The Data Subject grants consent
o Ifitis necessary for the
performance of a contract where
the Data Subject is a party
o Ifitis necessary for the Conftroller to
comply with a legal obligation
No data is to be collected unless the
specific purpose for collection has been
made known to the Data Subject. The
data controller has an obligation to
ensure consent was obtained without
fraud or undue influence (Section 2.3).
Sufficient security measures are required
to be put in place to protect data (see
2.6 of the Regulation for examples).

Sources: Nigeria Data Protection Reqgulation (2019), The Constitution of the Federal Republic of Nigeria 1999 as amended 22



https://ictpolicyafrica.org/api/documents/download?_id=5eb9686c7c7814001bc4ca8b
https://publicofficialsfinancialdisclosure.worldbank.org/sites/fdl/files/assets/law-library-files/Nigeria_Constitution_1999_en.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3354278
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3354278

Data protection: Sectoral provisions

These data protection provisions in sector specific regulation apply to specific types of financial service providers.

Institutions:

e The Consumer Protection Framework 2016 prohibits disclosure of customers’ personal information by financial
institutions that fall under the remit of the CBN (i.e., banks, MMOs, and credit bureaus) (Section 1.2). It requires
them to establish appropriate data protection measures and staff training programs to deter unauthorized
access, alteration, disclosure, accidental loss, or destruction of customer data. It is mandatory for them to obtain
prior written customer consent for the sharing of personal data with a third party, or usage in promotional offers.

e The Cybercrimes (Prohibition, Prevention Etc) Act 2015 stipulates various requirements for financial institutions to
retain and protect data, and criminalizes the interception of electronic communications (Part V).

e The Code of Conduct in the Nigerian Banking Industry imposes confidentiality obligations on banks and their
employees.

Telecom licensees:

e Consumer Code of Practice Regulations 2007 issued by the Nigerian Communications Commission(NCC)
stipulates general principles relating to collection and maintenance of customer information by licensees

©)

@)
@)
@)

Fair and lawful collection and processing
Information is not kept longer than necessary
Protections are put in place against improper or accidental disclosure

The transfer of customer information to any party is prohibited except where permitted by any terms and

conditions agreed with the Customer; or as permitted or required by the NCC or other applicable laws or
regulations (Section 35)

Sources: Consumer Code of Practice Requlations 2007, Code of Conduct in the Nigerian Banking Industry, Consumer Protection Framework 20164, The Cybercrimes

(Prohibition, Prevention Etc) Act 2015
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https://www.ncc.gov.ng/docman-main/legal-regulatory/regulations/102-consumer-code-of-practice-regulations-1/file
https://www.cibng.org/files/resourceDownloads/codeOfConduct.pdf
https://www.cbn.gov.ng/Out/2016/CFPD/Consumer%20Protection%20Framework%20(Final).pdf
https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
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Data protection: Sectoral provisions (cont.)
These data protection provisions in sector specific regulation apply to specific types of data. gl
Credit data:

e Credit Reporting Act (2017) provides data subjects the right to privacy, confidentiality, and protection of their
credit information (Section 9).

Personal data:

e The National Identity Management Commission (NIMC) Act 2007 restricts the access of data within its database
of registered individuals only to persons authorized by the Commission (Section 26).

Business secrets

e Federal Competition and Consumer Protection Act (2019) provides that in Commission investigations and
hearings, the Commission should endeavour to protect the business secrets of parties involved.

Telephone Subscribers

e The Registration of Telephone Subscribers Regulation (2011) (issued by NCC) provides for data privacy and
protection of subscribers. This includes the confidentiality of personal information of subscribers stored in the
central database or a licensee's database, and states how that information shall not be released to a third party

or fransferred outside Nigeria except with the prior written consent of the subscriber and Commission (Regulation
? and 10).

Sources; Credit Reporting Act (2017), The National Identity Management Commission (NIMC) Act 2007, Federal Competition and Consumer Protection
Act (2019), The Redistration of Telephone Subscribers Requlation (2011) 24



https://laws.lawnigeria.com/2018/04/20/lfn-credit-reporting-act-2017/
https://www.nimc.gov.ng/docs/reports/nimc_act.pdf
https://www.fccpc.gov.ng/uploads/FCCPA.pdf
https://www.fccpc.gov.ng/uploads/FCCPA.pdf
https://www.ncc.gov.ng/docman-main/legal-regulatory/regulations/201-regulations-on-the-registration-of-telecoms-subscribers/file
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e |ICT & government data :
The Guidelines on Nigerian Content Development in ICT
issued by the National Information Technology
Development Agency (NITDA) require that all subscriber
and consumer data of ICT service providers “as well as all
government data” is stored locally within Nigeria (see
Section 11-14 of the Guidelines), unless express approval is
obtained from NITDA (Section 14). The Guidelines apply to
public and private sector institutions, businesses, and
individuals (Section 4).

e POS & ATM transactions:
CBN Guidelines on Point of Sale (POS) Card Acceptance
Services (2011) apply to entities who undertake POS card
acceptance services. It prohibits the routing of domestic
POS and ATM tfransactions outside Nigeria for switching
between Nigerian issuer and acquirer.

Sources: The Guidelines on Nigerian Content Development in ICT, CBN Guidelines on Point of Sale (POS) Card Acceptance Services (2011)
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https://nlipw.com/wp-content/uploads/Guidelines-for-Nigerian-Content-Development-in-Information-and-Communications-Technology-ICT.pdf
https://www.cbn.gov.ng/cashless/POS_GUIDELINES_August2011_FINAL_FINAL%20(2).pdf
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e The CBNissued on 17 February, 2021 the Regulatory Framework for Open Banking in Nigeria ("Framework").

e The Framework applies to banking and other related services including: (i) payments and remittance services; (ii)
collection and disbursement services; (iii) deposit-taking; (iv) credit; (v) personal finance advisory and
management; (v) credit ratings/scoring; (vi) leasing/hire purchase; and (vii) mortgages.

e The Framework-regulated Participants include providers (who use APIs to provide data or a service to another
participant), APl users, and fintech companies (they may be providers or APl Users); their level of access is tiered
depending on regulatory status.

e The CBN isresponsible for the maintenance of an Open Banking Registry and the development of the Common
Banking Industry API Standards. These Standards are to be developed within 12 months of issuance of the
Framework.

e The categories of Financial Data that can be shared (depending on the tier of Participant) through APIs include
Product Information, Market Insight Transactions, Personal Information and Financial Transaction, Profile, Analytics,
and Scoring Transactions.

e The Framework mandates Participants to obtain the consent of customers in the customer's preferred language
and to ensure the security of financial data of such customer.

e Parficipants and their partners would be jointly liable for any loss occurring to the customer as a result of data
sharing except where the Participant can prove willful negligence or fraudulent actions against the customer.

Sources: Regulatory Framework for Open Banking in Nigeria
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https://www.proshareng.com/news/Fintech/CBN-Issues-Regulatory-Framework-for-Open/55843
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Consumer protection: National & sectoral ot
provisions

National provisions:

Federal Competition and
Consumer Protection Act
(2018) establishes the
Federal Competition and
Consumer Protection
Commission (FCCPC) that is
tasked with responsibility for
promoting the welfare of
consumers (Part ).

The Act covers areas that
may be relevant for firms
including requirements on
consumer rights (Part XV),
and enforcement of
consumer rights (Part XVII).
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Sectoral provisions:

The CBN Consumer Protection Framework (CPF) (2016) applies to all
entities licensed by the CBN. It sets minimum standards for efficient
customer service delivery and market discipline, and requires financial
institutions to safeguard the privacy of their customers' data, including
personal and financial information, and adequately address complaints.
Firms are required to be transparent and not misleading in their
advertisements or dealings with customers, not engage in uncompetitive
practices, establish complaint channels, and not include unfair contract
terms.

CBN'’s Consumer Protection Regulations 2019 prescribe requirements
relating to fair customer tfreatment (Part 2), disclosure and transparency
(Part 3), responsible business conduct (Part 4), and complaints handling
and redress (Part 6).

The General Consumer Code of Practice (2007) issued by the NCC
contains provisions relating to the protection of the rights and interests of
communication services consumers.

Sources: Federal Competition and Consumer Protection Act (2018), CBN Consumer Protection Framework (2016), Consumer Protection Regulations
2019, General Consumer Code of Practice

28


https://placng.org/i/wp-content/uploads/2019/12/Federal-Competition-and-Consumer-Protection-Act-2018.pdf
https://www.cbn.gov.ng/out/2016/cfpd/consumer%20protection%20framework%20(final).pdf
https://www.cbn.gov.ng/Out/2019/CCD/CBN%20Consumer%20Protection%20Regulations.pdf
https://www.cbn.gov.ng/Out/2019/CCD/CBN%20Consumer%20Protection%20Regulations.pdf
https://www.ncc.gov.ng/docman-main/legal-regulatory/regulations/102-consumer-code-of-practice-regulations-1/file
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Key Laws: Main provisions:

e The Banks and Other e The BOFIA requires banks and other e The Guidelines on MMS require MMOs
Financial Institutions Act financial institutions to adopt policies to comply with the AML/CFT
(BOFIA) that indicate their commitment to Regulations (Section 15).

e CBN Anti-money adhere to AML/CFT requirements e The CBN PSB Guidelines provide for
Laundering and provided in laws and regulations and to KYC requirements (Section 11). PSBs
Combatting the Financing set up internal control measures to must comply with relevant provisions
of Terrorism (CFT) in Banks prevent related conduct (Section 66). of the Money Laundering (Prohibifion)
and Other Financial . . Act, 2011, Terrorism Prevention Act,
Institutions in Nigeria ¢ The AML Regulations require that: 2011, CBN AML/CFT Regulations for
Regulations (2013) ©  Allfinancialinsfitutions have to Banks and Other Financial Institutions

e The Guidelines on Mobile have policies on AML/CFT, as well 2013, and other laws and regulations
Money Services in Nigeria as appropriate KYC requirements on KYC issued by the CBN.

e The CBN Guidelines on and record keeping. e Fintechs will have to comply with
Licensing and Regulation o Financial institutions implement other laws on financial crime,
of PSBs intérnal controls fo prevent the use including the Money Laundering

e Money Laundering of their facilities formoney (Prohibition) Act (2011) and the
(Prohibition) Act, 2011 (as laundering and ferrorist financing Terrorism (Prevention) Act (2011)
amended) (Section 4). e The Financial Reporting Council of

e Terrorism Prevention Act, © Flnor)cml institutions are qlso Nigeria Act (2011) sets out reporting
2011 required to report suspicious and compliance with AML

 Financial Reporting transactions (Section 31).

Council of Nigeria Act
Sources:Banks and Other Financial Institutions Act 2020, CBN Anti-money Laundering and Combatfing the Financing of Terrorism in Banks and Other
Financial Institutions in Nigeria Requlations (2013), The Guidelines on Mobile Money Services in Nigeria, The CBN Guidelines on Licensing and
Reqgulation of PSBs, Money Laundering (Prohibition) Act, 2011 (as amended),Terrorism Prevention Act, 2011, Financial Reporting Council of Nigeria

Act(2011

requirements.
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https://www.cbn.gov.ng/Out/2021/CCD/BOFIA%202020.pdf
https://www.cbn.gov.ng/out/2014/fprd/aml%20act%202013.pdf
https://www.cbn.gov.ng/out/2014/fprd/aml%20act%202013.pdf
https://www.cbn.gov.ng/out/2015/bpsd/guidelines%20on%20mobile%20money%20services%20in%20nigeria.pdf
https://www.cbn.gov.ng/Out/2020/CCD/APPROVED%20REVIEWED%20GUIDELINES%20FOR%20LICENSING%20AND%20REGULATION%20OF%20PAYMENT%20SERVICE%20BANKS%20IN%20NIGERIA-27AUG2020.pdf
https://www.cbn.gov.ng/Out/2020/CCD/APPROVED%20REVIEWED%20GUIDELINES%20FOR%20LICENSING%20AND%20REGULATION%20OF%20PAYMENT%20SERVICE%20BANKS%20IN%20NIGERIA-27AUG2020.pdf
https://lawpadi.com/wp-content/uploads/2015/08/Money-Laundering-Act-2011.pdf
http://www.vertic.org/media/National%20Legislation/Nigeria/NG_Terrorism_Prevention_Act_2011.pdf
http://emekauzodinma.com/wp-content/uploads/2014/07/FINANCIAL-REPORTING-ACT.pdf
http://emekauzodinma.com/wp-content/uploads/2014/07/FINANCIAL-REPORTING-ACT.pdf
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e Customer Due Diligence (CDD) requirements for financial institutions are contained in Part IV of the CBN

Anti-money Laundering and Combatting the Financing of Terrorism in Banks and Other Financial Institutions
in Nigeria Regulations (2013).

o Financial Institutions are required to identify and verify the identity of their customers, and to apply the
CDD measure on a risk sensitive basis. For customers considered to be higher risk, enhanced due

diligence is to be conducted. Simplified due diligence is permitted for low-risk customers, transactions,
or products.

o A detailed breakdown of the type of information to be obtained for identification and data
verification is set out in Schedule 11. For example, in the case of natural persons, must obtain an
official personal identification number or other unique identifier contained in an unexpired official
document e.g., a passport, ID card, residence permit, social security records, or driver’s license with
the customer’s photo. Although the regulations provide a list of documents, this is only illustrative and
equivalent documents may also be acceptable.

e CBNintroduced three tiered KYC requirements in 2013 applicable to banks and other financial institutions.
They allow for flexible account opening for low-value and medium-value account holders, including eKYC.
(see CBN circular for details).

e Biometric registration for all SIM cards is required by the NCC. This data can be used by customers to safisfy
Tier 1 KYC for a DFS account with tfransaction limits. Customers seeking higher transaction limits must satisfy
Tier 2 and 3 KYC requirements, which are more stringent. (See Focus Note below)

Sources: CBN Anti-money Laundering and Combatting the Financing of Terrorism in Banks and Other Financial Institutions in Nigeria Regulations (2013),
CBN Three tiered KYC Circular, Focus Note: The Use of elDs and eKYC for Customer Identity and Verification in Developing Countries: Progress and
Chdllenges 31



https://www.cbn.gov.ng/out/2014/fprd/aml%20act%202013.pdf
https://www.cbn.gov.ng/out/2013/ccd/3%20tiered%20kyc%20requirements.pdf
https://dfsobservatory.com/sites/default/files/ekyC-paper-final-version-published-on-dfso-citi-web-site2.pdf
https://dfsobservatory.com/sites/default/files/ekyC-paper-final-version-published-on-dfso-citi-web-site2.pdf
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National legislation:

e Cybercrime (Prohibition, Prevention, Etc.) Act (2015) promotes cybersecurity and cybercrime prevention. It sets
out obligations for the private sector to report and cooperate with law enforcement authorities and the
Nigerian Computer Emergency Response Team (ng-CERT).

o Specific duties for Financial Institutions (see Part IV for details) include KYC and prevention of unauthorized
debifs.

o Traffic data and subscriber information which the NCC might need to refer to should be kept for at least 2
years.

Financial sector:

e The Risk-Based Cyber-Security Framework and Guidelines for Deposit Money Banks (DMB) and Payment Service
Providers (2019) provides guidance for DMBs and PSPs in the implementation of their cybersecurity programs
towards enhancing their resilience. These include requirements on governance and oversight, including the

need to appoint a Chief Information Security Officer, details on metrics and reporting, and operational
resilience requirements.

Sources: Cybercrime (Prohibition, Prevention, Etc.) Act (2015), The Risk-Based Cyber-Security Framework and Guidelines for Deposit Money Banks and
Payment Service Providers (2019)
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https://cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.cbn.gov.ng/Out/2018/BSD/RISK%20BASED%20CYBERSECURITY%20FRAMEWORK%20Exposure%20Draft%20June.pdf
https://www.cbn.gov.ng/Out/2018/BSD/RISK%20BASED%20CYBERSECURITY%20FRAMEWORK%20Exposure%20Draft%20June.pdf
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Competition: Relevant legislation & competition

issues

Key legislation:

e Federal Competition
and Consumer
Protection Act (2018)
(FCPA) aims to
encourage healthy
competition.

The BOFIA stipulates that the
FCPA is not applicable to “any
function, act, financial product,
or financial services issued or
undertaking, and fransaction
howsoever described by a
bank or other financial

institutions” that are licensed by
CBN (Section 65). This suggests
that the requirements of the
FCPA is inapplicable for fintechs
who are regulated through the
BOFIA.

Main provisions:

The FCPA covers areas that may be relevant for firms including:
o Restrictive agreements (Part Vi)
o Abuse of dominant position, which is prohibited (Part IX)
o Monopoly (Part X)
o  Price regulation (Part XI)
Requirements include:
o Marketing and testimonials should not be misleading or deceptive
o Goods and services should not be displayed without the price
o Products/services should not be bundled together, unless it can be
demonstrated that the convenience to the consumer in bundling the
services outweighs the limitation of the consumer’s right to choose
o Notices should be in either the form specified by law or (if there is none)
in plain language
The FCPA establishes the Federal Competition and Consumer Protection
Commission, which has control over mergers, and a Competition and
Consumer Protection Tribunal, which adjudicates over matters which arise
from the operation of the Act, including appeals or reviews of decisions.

Sources: Banks and Other Financial Institutions Act 2020, Federal Competition and Consumer Protection Act (2018)
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https://www.cbn.gov.ng/Out/2021/CCD/BOFIA%202020.pdf
https://www.fccpc.gov.ng/uploads/FCCPA.pdf
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Key regulations: Application to fintech:

e Nigerian e The NCC regulates fintech businesses where the services offered involve MNOs.
Communications Act ¢ The VAS Framework sets out requirements which may be applicable to fintechs,
2003 (NCA 2003) sefts depending on the firm and business model:
up the Nigerian o A VAS Provider is any person or organization that engages in the provision of value

Communications

Commission (NCC),

the independent

National Regulatory

Authority for the o
telecommunications

industry in Nigeria.

e The Nigerian o
Communications
Commission license
Framework for Value
Added Service (“VAS ©
Framework”)

added mobile/fixed services, including premium rated services — such providers are
required to obtain a license from the NCC. The use of airtime for the repayment of
loans to a mobile lender could constitute a premium rated service, the provision of
which requires the approval of the NCC.

The VAS Framework contains various guidelines, including the need for a customer
support/complaint framework, that service pricing information must be clearly and
conspicuously indicated, and that the consumer must have the right to ‘opt-in’ or
‘opt-out’ of any promotion or service.

Application for licensing and the licensing fee charged depends on the individual
licenses required. The VAS license is for a period of 5 years, after which is it renewable.
Among other material, VAS applicants must present evidence of an agreement/an
MoU entered between the company and the MNO.

The industry is required to develop a code of conduct that will be legally binding, but
the VAS Framework does not give a deadline for this (nor consequences for lack of
implementation) and thus this has not yet been developed.

Sources: Nigerian Communications Act 2003, The Nigerian Communications Commission license Framework for Value Added Service, Value

Added Services and Aggregator Framework(amended) (2018), NCC Licensing Application Process, 37



https://www.ncc.gov.ng/accessible/documents/128-nigerian-communications-act-2003/file
https://www.ncc.gov.ng/docman-main/licensing-documents/licensing-frameworks/194-value-added-services/file
https://www.ncc.gov.ng/documents/791-value-added-service-aggregator/file
https://www.ncc.gov.ng/documents/791-value-added-service-aggregator/file
https://www.ncc.gov.ng/licensing-regulation/licensing/licensing-procedures
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Taxation: Financial services

Relevant taxes:

The Nigerian Finance Act 2020, introduced a number of tax laws of relevant fintech activities. These
includes the Companies Income Tax Act, 1990, and the Value Added Tax Act, 2004.

Nigerian companies collect income tax for non-resident companies that provide digital services and
products to persons in Nigeria. This applies to firms which have a significant economic presence
(undefined under the Act) in Nigeria, with their profits attributable to such activity.

The Act also infroduces Value Added Tax on intangible supplies. These changes may indicate future
changes with respect to the taxation of digital fransactions in Nigeria.

From March 16th, 2021, the CBN and the NCC have imposed a new charge for USSD enabled
mobile banking services in the country: USSD services for financial tfransactions conducted at DMBs
and all CBN-licensed institutions will be charged at a flat fee of N6.98 per tfransaction. The new USSD
charges will be collected on behalf of MNOs directly from customers’ bank accounts. Banks shall

not impose additional charges on customers for use of the USSD channel. (This charge replaces the
current per session billing structure.)

Application to fintech:

These taxes may impact fintech businesses, and fintechs are encouraged to consult the Federal
Inland Revenue Service regarding the implications of the measures cited, as well as other
requirements that may be relevant for their business model.

Sources: The Nigerian Finance Act 2020, Companies Income Tax Act, 1990, Value Added Tax Act, 2004, Joint Statement by CBN and NCC on
Pricing of USSD Services

nnnnnn
{8 UNIVERSITY OF
» CAMBRIDGE

Judge Business School

39


https://www.budgetoffice.gov.ng/index.php/2020-finance-act?task=document.viewdoc&id=791
http://admin.theiguides.org/Media/Documents/CITA.pdf
https://lawsofnigeria.placng.org/laws/V1.pdf
https://www.premiumtimesng.com/news/headlines/449245-ussd-cbn-imposes-mobile-banking-charge-a-setback-for-financial-inclusion.html
https://www.premiumtimesng.com/news/headlines/449245-ussd-cbn-imposes-mobile-banking-charge-a-setback-for-financial-inclusion.html
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Other relevant regulations
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Company incorporation:

e The Corporate Affairs Commission website contains step by step guidelines for matters under their purview,
including how to register a company or change a company’'s name.

Employment of expatriates:
e If afintech wishes to employ an expatriate(s), they are required to apply to the Ministry of the Interior via the
eCitiBiz Portal, as detailed on their website.
Cross border technology transfer:

e If afintech has a technology transfer agreement with a foreign company, it is required to register with the National
Office for Technology and Promotion (NOTAP), and complete the relevant application form.

Foreign exchange:

e Foreign Exchange (Monitoring and Miscellaneous) Provision Act (1995) sets out rules on foreign exchange,
including fransactions, import and export of the Naira, and investment of foreign currencies in Nigerian businesses.

Cooperative societies:

e Nigerian Cooperative Societies Act provides for the registration of Cooperative Societies. (Part 1) Fintfechs may
obtain a cooperative license in conjunction with other licenses.

Sources: Corporate Affairs Commission, Ministry of Interior, NOTAP technology transfer reqgistration, Foreign Exchange (Monitoring and 4]
Miscellaneous) Provision Act (1995), Nigerian Cooperative Societies Act



https://www.cac.gov.ng/companies/?__cf_chl_jschl_tk__=efce301330e483f9dc030b387a138b2cb61e63f1-1617369272-0-AQyhrcT1RhIYkTbVGO8v0X7KzCbst9hzLL8cpaVTXVqVuTluueKLT3Z_B3hZim0AbOJO_Bg0nt6wRVwameVno_wzlX8q2squdJU9wc8jQYD5bUjzeFXwsgXs3YdocArz2zQvVKpcLcgmCn2fxqZWvAp1MEbo2LBZzAHXGlroo2wm4lRE6LAQf16CLPi7NBiKUQNkUBN62W8E1LO3Eu8AszZxd_E9JPsqQ3npkQG9TzG7HFQgecxYfzj3k6OUSQdHfYEuQZ9fjjHvDNl2Gj-NzRZSD6nJoH3kIOJX1uft6O9zTbSApG49H6UXyS0scmQDNHxzoPwZSFL3H1Du-394LHKXtDBDlUM17XQ1Xns8CmzYQjsWKzU6HHCCwF4vDyx-0hIn0btONOO4dlPxe-_aa18
https://ecitibiz.interior.gov.ng/expatriate/overview
https://notap.gov.ng/content/technology-transfer-registration
https://nipc.gov.ng/ViewerJS/?#../wp-content/uploads/2019/03/FOREIGN-EXCHANGE-MONITORING.pdf
https://nipc.gov.ng/ViewerJS/?#../wp-content/uploads/2019/03/FOREIGN-EXCHANGE-MONITORING.pdf
https://www.nlngcoop.com/act.pdf
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